IP Intelligence Report
154.16.169.171

Period

All available observations

Snapshot captured
4 Nov 2026, 00:33:30 UTC

Report ID
IP-69eb1a58-0306-4776-baa5-b246a8b66832

Scanner scope

All transports

Report generated
4 Nov 2026, 00:34:55 UTC

A snapshot of the displayed IP analysis, including loaded scanner, Heartbeat and C2 context. All timestamps use UTC.

Overview

Scanner observations match this IP and scope.

Matching scans Active days Distinct protocols Unique payloads
17.491.461 12 1 8.424.639
Country Organization

United States of America

ISP
Tier.Net Technologies LLC

First seen

17 Oct 2026, 11:59:59 UTC

Average scans per active day

1.457.621,8

Tier.Net Technologies LLC

AS number
397423

Last seen

2 Nov 2026, 13:18:44 UTC

Peak daily scans

5.960.491

Spoofable UDP
records

0]

Unique payloads count nonempty payload values. Unavailable means that the count had not loaded when the snapshot was captured.
Spoofable UDP records include traffic excluded by Hide spoofable UDP.
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IP geolocation

IP geolocation is approximate. Network registration and co-location provide context, not proof of who originated a scan.

Activity over time

Daily scanner observations in UTC. Days without matching scans between the first and last observations appear as zero.
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Observed scan flow

Recorded origin, protocol, port and target-country combinations. Widths represent returned observations.

Protocol distribution

Share of all 17.491.461 matching scans. Ten leading entries are shown and the remaining matching scans are grouped as
Other.

(o)
100 /O of matching scans from these 1 protocols 17.491.461 scans in this group

~

7
Protocol / transport Scans
1 HTTP_PROXY 17.491.461
TCP 100%

Tile area represents scan volume within this group. Numbers indicate rank.
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Top targeted ports

Share of all 17.491.461 matching scans. Ten leading entries are shown and the remaining matching scans are grouped as

Other.

(o)
100 /O of matching scans from these 3 ports 17.491.461 scans in this group

Port / observed protocol

, 808 8.415.628 3 3129
HTTP_PROXY 481% HTTP_PROXY
, 3128 5.597.450
HTTP_PROXY 32%

Tile area represents scan volume within this group. Numbers indicate rank.

Activity profile

Normalized activity dimensions, each capped at 100. These display scales are not risk scores.

Volume

Recency Persistence

Peak
intensity

Protocol
diversity

Frequency Payload
variety
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Scans

3.478.383
19,9%
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Target countries

Share of matching scanner observations by target country, including Other countries where applicable.

N

Activity punchcard

United States of America

Chile

Netherlands
Germany

United Kingdom
United Arab Emirates
Singapore

Israel

Canada

Spain

Other countries

The intensity of recorded observations across the seven weekdays and 24 UTC hours.

00:00 03:00

Tue
Wed
Thu
Fri

Sat
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06:00

09:00

12:00

15:00

18:00

7.113.450
1.657.577
1.085.949

999.833
916.409
557.050
495.225
454.927
450.000
347.646

3.413.395

21:00

40,7%
9,5%
6,2%
5,7%
5,2%
3,2%
2,8%
2,6%
2,6%
2,0%

19,5%
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Port activity heatmap

Returned port activity across UTC time buckets. Color intensity represents scanner observations.

17 Oct 19 Oct 210ct 23 Oct 25 Oct 27 Oct 29 Oct 310ct 2 Nov

808 HTTP_PROXY

B II I

Port

3129 HTTP_PROXY

Associations

Related IPs

Addresses in the same ASN, nearest first.

IP Shared prefix Country Scans Last seen (UTC)

154.16.169.78 /24 United States of America 13.769 210ct 2026, 01:38:33
uTC

154.16.169.89 /24 United States of America 13.421 2 Nov 2026, 10:37:46
uTC

154.16.169.94 /24 United States of America 12.188 1 Nov 2026, 16:53:52
uTC

154.16.169.92 /24 United States of America 17.857 1Nov 2026, 08:55:49
uTC

154.16.169.80 /24 United States of America 12.252 28 Oct 2026, 05:10:04
uTC

Providers may allocate consecutive IP addresses to services provisioned together. Address proximity can support an investigation, but
does not confirm common ownership or operation.
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Interpretation and coverage

These are observed records, not a finding of malicious intent. Shared infrastructure does not establish coordination
or ownership.

This report captures the displayed snapshot without additional analysis queries. Counts may change as observations
arrive or expire. Coverage follows the observations retained by each product.

UDP source addresses may be spoofed. Spoofable UDP records include records excluded by Hide spoofable UDP,
while matching scans respect the exclusion.

Dates and activity buckets use UTC. Distinct protocols counts protocol names, while the distribution separates
protocol and transport pairs. Each port shows its leading observed protocol.

Protocol, port and target-country graphics show ten leaders plus Other matching scans. The detailed tables show at
most 100 leading rows (the latest 100 dates for daily activity). Omitted rows are stated beside each table. Chart
shapshots and matching totals retain their full scope.

Flow widths describe recorded combinations, not inferred attack paths. Smaller graphic categories are grouped as
Other. The flow appendix is capped at the 100 most frequently observed combinations.

Activity profile dimensions use normalized display scales capped at 100, not risk scores. Profiles with fewer than ten

scans show a sparse-activity summary. CVE associations describe observed protocol context, not successful

exploitation.

Recorded data

Bounded detail supporting the charts. Large tables show up to 100 rows, with omitted rows disclosed below.

Daily activity
UTC date Matching scans
2026-10-17 252.101
2026-10-20 1.207.138
2026-10-21 353.815
2026-10-24 558
2026-10-25 113.041
2026-10-26 364.480
2026-10-27 4.386.176
2026-10-28 5.960.491
2026-10-29 150.810
2026-10-30 4.340.193
2026-11-01 197.096
2026-11-02 165.567
Protocols
Protocol Transport Scans
HTTP_PROXY TCP 17.491.461
Targeted ports
Port Most observed protocol Scans
808 HTTP_PROXY 8.415.628
3128 HTTP_PROXY 5.597.450
3129 HTTP_PROXY 3.478.383
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Target countries

Country

United States of America
Chile

Netherlands
Germany

United Kingdom
United Arab Emirates
Singapore

Israel

Canada

Spain

Other countries

Observed scan flow

Origin country

United States of America
United States of America
United States of America
United States of America
United States of America
United States of America
United States of America
United States of America
United States of America
United States of America
United States of America
United States of America
United States of America
United States of America
United States of America
United States of America
United States of America
United States of America
United States of America
United States of America
United States of America
United States of America
United States of America
United States of America
United States of America
United States of America
United States of America
United States of America
United States of America
United States of America
United States of America
United States of America
United States of America
United States of America
United States of America
United States of America
United States of America

Protocol

HTTP_PROXY
HTTP_PROXY
HTTP_PROXY
HTTP_PROXY
HTTP_PROXY
HTTP_PROXY
HTTP_PROXY
HTTP_PROXY
HTTP_PROXY
HTTP_PROXY
HTTP_PROXY
HTTP_PROXY
HTTP_PROXY
HTTP_PROXY
HTTP_PROXY
HTTP_PROXY
HTTP_PROXY
HTTP_PROXY
HTTP_PROXY
HTTP_PROXY
HTTP_PROXY
HTTP_PROXY
HTTP_PROXY
HTTP_PROXY
HTTP_PROXY
HTTP_PROXY
HTTP_PROXY
HTTP_PROXY
HTTP_PROXY
HTTP_PROXY
HTTP_PROXY
HTTP_PROXY
HTTP_PROXY
HTTP_PROXY
HTTP_PROXY
HTTP_PROXY
HTTP_PROXY
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Port
808
3128
3129
3128
808
808
808
808
3129
3128
3128
3128
808
808
3129
808
808
3128
3129
3128
3129
3128
3128
808
808
3128
808
3129
808
808
808
808
3128
3129
3129
3128
3128

Target country
United States of America
United States of America
United States of America
Chile

Netherlands

Chile

Germany

United Kingdom
Chile

Israel

United Arab Emirates
Netherlands

Canada

Singapore

United Kingdom
United Arab Emirates
Spain

Germany

Germany

Bulgaria

Netherlands

United Kingdom
Singapore

Russian Federation
Australia

Saudi Arabia

Saudi Arabia

Canada

Switzerland

Israel

South Africa

Japan

Canada

SENCWAE]JE]

Spain

Belgium

South Africa

Scans
7.113.450
1.657.577
1.085.949

999.833
916.409
557.050
495.225
454.927
450.000
347.646
3.413.395

Scans
3.573.978
2.088.133
1.451.339

678.211
617.042
597.335
572.521
504.669
382.031
309.914
292.559
285.068
249.710
249.257
228.838
224.519
216.092
214.102
213.210
210.699
183.839
182.902
176.731
142.320
139.164
127.804
111.533
111.152
103.107

99.033

92.520

89.928

89.138

74.125

73.125

73.085

72.528
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Origin country

United States of America
United States of America
United States of America
United States of America
United States of America
United States of America
United States of America
United States of America
United States of America
United States of America
United States of America
United States of America
United States of America
United States of America
United States of America
United States of America
United States of America
United States of America
United States of America
United States of America
United States of America
United States of America
United States of America
United States of America
United States of America
United States of America

United States of America
United States of America
United States of America
United States of America
United States of America
United States of America
United States of America
United States of America
United States of America
United States of America
United States of America
United States of America

United States of America
United States of America
United States of America
United States of America
United States of America
United States of America
United States of America
United States of America
United States of America

United States of America
United States of America
United States of America
United States of America

Protocol

HTTP_PROXY
HTTP_PROXY
HTTP_PROXY
HTTP_PROXY
HTTP_PROXY
HTTP_PROXY
HTTP_PROXY
HTTP_PROXY
HTTP_PROXY
HTTP_PROXY
HTTP_PROXY
HTTP_PROXY
HTTP_PROXY
HTTP_PROXY
HTTP_PROXY
HTTP_PROXY
HTTP_PROXY
HTTP_PROXY
HTTP_PROXY
HTTP_PROXY
HTTP_PROXY
HTTP_PROXY
HTTP_PROXY
HTTP_PROXY
HTTP_PROXY
HTTP_PROXY

HTTP_PROXY
HTTP_PROXY
HTTP_PROXY
HTTP_PROXY
HTTP_PROXY
HTTP_PROXY
HTTP_PROXY
HTTP_PROXY
HTTP_PROXY
HTTP_PROXY
HTTP_PROXY
HTTP_PROXY

HTTP_PROXY
HTTP_PROXY
HTTP_PROXY
HTTP_PROXY
HTTP_PROXY
HTTP_PROXY
HTTP_PROXY
HTTP_PROXY
HTTP_PROXY

HTTP_PROXY
HTTP_PROXY
HTTP_PROXY
HTTP_PROXY
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Port
3128
3129
808
3128
3128
808
808
3128
808
808
3129
3128
808
808
808
808
808
808
3128
3128
808
808
3128
3129
808
3129

3128
3129
3128
808

3129
3128
3129
3129
3129
3128
3129
3128

3129
3128
3129
3129
3129
3129
3128
3129
808

3128
3129
3129
3128

Target country
Russian Federation
Singapore
Hong Kong
\VEIEWSE]
Australia
France
Norway

Spain
Moldova, Republic of
Italy
Switzerland
NETEN]
Belgium
Bulgaria

South Korea
RINENIE]
Ukraine
Sweden
Estonia
Cyprus

Turkey
\VEIEWSE]
Norway

Israel

Latvia

People's Republic of
China

Italy

Hong Kong
South Korea
Brazil
Ukraine
Hong Kong
United Arab Emirates
South Africa
Australia
Poland
NETE]!

People's Republic of
China

RINENIE]

Turkey

Russian Federation
Moldova, Republic of
Cyprus

Estonia

Switzerland

Latvia

People's Republic of
China

Sweden
\VEIEWSE]
Brazil
Indonesia

Scans
72.335
69.237
65.835
65.821
64.481
61.836
59.749
58.429
58.092
57.871
57.514
57.440
56.372
55.884
53.831
52.629
51.931
50.059
49.724
48.709
48.142
48.036
47.631
45.980
45.885
44.376

43.316
42.481
41.895
41.237
40.435
40.288
39.972
38.367
37.768
36.427
35.385
32.574

31.592
31.157
28.199
26.844
26.644
26.573
26.561
26.068
25.511

24.094
24.087
19.355
16.956
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Origin country

United States of America
United States of America
United States of America
United States of America
United States of America
United States of America
United States of America
United States of America
United States of America
United States of America
United States of America

Port activity over time

UTC date
2026-10-28
2026-10-27
2026-10-30
2026-10-28
2026-10-28
2026-10-30
2026-10-27
2026-10-20
2026-10-27
2026-10-30
2026-10-26
2026-10-21
2026-10-17
2026-10-20
2026-10-29
2026-11-01
2026-10-25
2026-11-02
2026-11-01
2026-10-21
2026-11-02
2026-10-26
2026-10-17
2026-10-29
2026-11-01
2026-11-02
2026-10-25
2026-10-29
2026-10-20
2026-10-21
2026-10-17
2026-10-26
2026-10-25
2026-10-24
2026-10-24
2026-10-24

Protocol

HTTP_PROXY
HTTP_PROXY
HTTP_PROXY
HTTP_PROXY
HTTP_PROXY
HTTP_PROXY
HTTP_PROXY
HTTP_PROXY
HTTP_PROXY
HTTP_PROXY
HTTP_PROXY
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Port
3128
808
808
808
3129
3128
3128
808
3129
3129
808
808
808
3128
808
3128
808
808
3129
3128
3128
3128
3128
3128
808
3129
3128
3129
3129
3129
3129
3129
3129
808
3128
3129

Port
3128
3129
3129
3129
3129
3129
3128
3129
3129
3128
3129

Target country
Moldova, Republic of
Indonesia
France
Sweden
Belgium

Italy

Brazil

Norway

South Korea
RINERIE]
Turkey

Scans
15.784
14.991
14.932
14.250
12.679
12.643
12.504
11.893
10.669
10.450

7.790

Scans
2.271.110
2.198.453
2.065.973
2.021.757
1.667.624
1.442.234
1.346.507
1.017.589

841.216
831.986
308.297
289.135
210.273
176.613
96.862
95.230
93.918
76.542
65.491
59.881
56.279
54.330
39.534
37.636
36.375
32.746
18.001
16.312
12.936

4.799

2.294

1.853

1.122

454
95
4
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